BASSINGHAM SURGERY

FRAUD PREVENTION POLICY
Fraud Prevention
The practice has responsibility for minimising the risk of incurring losses by theft or fraud. To do this it expects that the partners and all senior staff will: -

1. Identify risk areas and assess the scale of risk for each. 

2. Delegate responsibility for managing these areas of work to appropriate personnel, advising them of the potential risks involved.

3. Prepare written operating procedures for all risk areas incorporating, wherever possible, forms of internal control, and provide staff with formal training on these.

4. Carry out periodic reviews to ensure that the systems are being operated in the prescribed manner.

5. Promote general awareness amongst staff of the risks to the practice and develop an environment, which promotes compliance with internal controls. It is essential that senior members of staff be seen to adhere to all control measures.

6. Familiarise themselves with common fraud techniques and be aware of signs which could indicate that fraud is taking place.

1. Recruitment

· More than one person should be involved in the interview and selection process.

· Detailed application form, including statement from applicants in relation to past criminal record and medical condition. 

· Confirmation of references and past employers in writing, backed up by phone discussions if there is any doubt about an applicant’s background.

· Reliance should not be placed only on character references and at least one reference should be from a past, ideally the most recent or current, employer.

· Verification of educational and professional qualifications.

2. Payroll and Expenses

· Periodic print out taken of all new data fields established and amendments to existing data and subject to review by partners.

· Managerial confirmation of all hours worked by employees.

· Documented support to all overtime and expense claims, including receipts where applicable.

· Each claim subject to authorisation by practice manager who is likely to have knowledge of the details of the claim.

· Pre payment review and authorisation of payroll.
3. Cash and Banking

· List of signatories authorised to sign cheques. 

· Example signatures issued to the bank.

· Delegation levels for signing cheques, with two signatures required over a certain threshold.

· Regular banking of cash and receipts at varied times.

· Immediate banking of significant sums received.

· Security over cash and controlled stationery.

· Periodic surprise checks of cash holdings.

· Two signatures needed for any electronic funds transfer.

· Monitoring of bank charges paid and interest received.

· Petty cash held securely and subject to independent cash counts.

· Petty cash floats kept to minimum value and frequency of replenishment monitored.

· Regular and independent bank reconciliation.
4. Payment of Creditors

· Matching of payments to invoice and/or documentary evidence of receipt of services/goods.

· Register of approved suppliers.

· Management authorisation of new suppliers added to finance system and exception report of all newly established creditors.

· Exception reports reviewed prior to payment run.

· Senior management authorisation of payment run.

· Random checks of authorisation of a sample of payments to back up documentation.

· Retention of all documentation.

· Regular and independent supplier statement reconciliation.

· Regular management accounts prepared and subject to management review.

5. Income Receipt

· Register of income, subject to management checks.

· Issue of receipts. 

· Segregation of duties between receipt of cash and banking.

· Two people to receive and open mail.

· Register of cheques and cash received through the mail.

· Exception reports on income received.

· All donations should be centrally recorded, receipted and funds promptly banked. 

· Regular and independent bank reconciliation.

· Regular management accounts prepared and subject to partners’ review.
6. Safeguarding Assets

· Maintenance of asset register and a regular programme of physical inspections.

· Delegated responsibility for the safeguarding of assets by location/department.

· Health and safety checks on applicable equipment at the appropriate intervals.

7. Training

· Formal induction training for each new member of staff.

· Review of training needs as part of annual staff appraisal system.

· Instruction and discussion of control and probity issues as part of staff induction.

· Formal staff training in relation to key/high risk tasks, backed up by adequate written guidance in the form of manuals and/or desk instructions.

· Issue of staff notice on fraud.

· Publication of practice policy on fraud.

· Regular notices introducing significant changes to financial procedures.
8. Procurement and Stock Control

· Centralised procurement function.

· Strict guidance on financial thresholds for obtaining quotes and authorising orders.

· Periodic management checking of compliance with above.

· Security of controlled stationery.

· Phone and fax orders only to be used in emergency and to be backed up by written documentation.

· Use of official stationery to order goods.

· Checking of goods received against delivery documentation.

· Segregation between functions of ordering, receipt, maintenance of stock records and authorisation to pay.

· Documented arrangements for silent hours/emergency access to stock. 

· Periodic usage reviews to identify slow moving, obsolete stock.

· Regular, independent stock checks.
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